	
	
	

	
	
	




[bookmark: _Hlk8376895]EXHIBIT D TO MASTER SUBSCRIPTION AGREEMENT

DATA PRIVACY AND SECURITY ADDENDUM


The provisions of the Agreement shall be interpreted to give meaning to all appendices and exhibits, provided, however, in the event of any conflict between the Agreement and this Data Privacy and Security Addendum (this “Addendum”), the Agreement shall control. Capitalized terms used but not defined in this Addendum shall have the meaning specified in the Agreement. In addition to the requirements of the Agreement related to data privacy and/or security, Esprit Communities, Inc., a Texas corporation (“ECI”), agrees to the following provisions:

1. ECI Requirements. ECI shall:
A. Use commercially reasonable efforts to protect Personal Data and Customer Data (collectively referred to as “Data” in this Addendum) from unauthorized access and disclosure at all times and in accordance with generally accepted industry standards and best practices using the same degree of care that ECI uses to protect its own data; 
B. Comply with all Applicable Laws relating to the processing of Data and matters connected therewith and incidental thereto, including but not limited to the (1) all United States federal and state laws, statutes, codes, ordinances, rules and regulations, writs, orders, directives, judgments, and decrees pertaining to the privacy, confidentiality, handling, storage, data export, disposal, and/or safeguarding of customer, employee, financial, health, or other personal information, records, or data, and any breach notification and incident response laws and regulations related thereto (2) European Union’s General Data Protection Regulation (EU) 2016/679 (“GDPR”); (3) Canada’s Privacy Act and the Personal Information Protection and Electronic Documents Act (“PIPEDA”) and any other Canadian federal or provincial laws pertaining to information or data security, privacy, breach notification and incident response laws and regulations;
C. Restrict access to Data to ECI employees (and Affiliates) with a direct need to know the contents of Data; 
D. Ensure that any third-party vendor or service provider that is engaged by ECI to process, store, transfer or otherwise use or have access to the Data on ECI’s behalf has entered into a written contract that meets the same or substantially similar requirements under this Addendum and otherwise in compliance with Applicable Laws. Notwithstanding, any services provided by a third-party vendor or services provider engaged by ECI shall be deemed to have been provided by ECI, and ECI shall be directly liable and responsible to Customer for all acts and omissions resulting in a Security Incident. 
E. Not transfer Data across borders (i.e. from one country or legally recognized international jurisdiction to another) or store Data outside of the United States without notification to Customer, unless required to do so by Applicable Laws;
F. Implement and maintain commercially reasonable security controls (“Security Controls”) in accordance with generally accepted industry standards and commercially reasonable practices and in compliance with Applicable Laws to ensure the security and confidentiality of any Data; protect against any anticipated threats or hazards to the security or integrity of any Data; and protect against unauthorized access to, and loss, destruction, theft disclosure and/or use of, any Data that could result in substantial harm to Customer. ECI shall ensure that Data is processed, transferred and/or stored on secure networks and systems having the following controls:
i. All Data shall be housed in a physically & environmentally secure facility (ECI uses AWS hosting services) that has completed attestation reports, audit reports or external certifications (or industry standard successor or equivalents) which are based on certification requirements undertaken annually in compliance with such certifier’s requirements. 
ii. External access to all networks and systems shall be protected by firewalls and intrusion prevention systems used to limit/filter network traffic; logging and monitoring systems; access control systems and encryption.
iii. All networks and systems shall be securely configured to reduce unauthorized access and denial of service vulnerabilities and updated regularly with security patches and anti-malware software.
iv. Weekly backups shall be created to ensure system and Data is fully recoverable.
v. Evaluate and adjust its Security Controls to: (i) address any changes or additions to the services, its operations, or the relationship between the parties; (ii) address any risks or vulnerabilities reported to or discovered by ECI; (iii) meet evolving industry standards; (iv) comply with and respond to any changes in Applicable Laws; and (v) address any other and promptly correct any material deficiencies or vulnerabilities identified as part of any monitoring, testing, or auditing.  
G. Ensure that access is revoked within 24 hours for those ECI employees who no longer have a direct need to know the contents of Data; 
H. Ensure that it has no information that indicates an individual may pose a risk to Customer; and
2. Security Incident. ECI shall notify Customer in writing within forty-eight (48) hours or in accordance with ECI’s security incident response plan of any known breach of confidentiality or security affecting Customer and/or its Data including any known unauthorized access to or misuse, loss, alteration or destruction of Data (each a “Security Incident”). ECI shall cooperate in taking all reasonable actions necessary to investigate, respond to, and limit the adverse effects of the Security Incident, and shall reasonably participate in Customer’s internal incident response plan where applicable.  ECI shall coordinate with Customer regarding any notifications to regulators, law enforcement, affected individuals, and the press.   In the event of a breach by ECI of this Section 2 resulting in the unauthorized use or disclosure of Personal Data, ECI shall, at its own expense, send notices as required by Applicable Law.
3. Employee Security. All ECI employees who access Data will do so by individual user accounts using strong passwords containing at least eight characters with both letters and numbers used. All ECI employees must complete annual security awareness training.
4. Destruction. Upon termination of this Agreement and at the request of Customer, ECI and Customer shall discuss a process for destroying all Data, without retaining copies thereof, unless otherwise required under Applicable Laws. ECI will provide Customer written certification of destruction 
5. Security Service Level.  
A. ECI will notify Customer of any new potential high security vulnerability that affects Company’s Data within twenty-four (24) hours of learning of such vulnerability.  This notification will include the probable risks associated with the vulnerability;
B. ECI will implement a security fix across the application within its normal schedule for patching vulnerabilities, unless the Parties agree otherwise;
C. ECI will promptly notify the Customer if ECI believes that an attack is in process; and 
D. ECI will assist Customer in preparing written responses to audit requirements or findings without charge.
6. Limitation of Liability.  Limits of liability and liability caps for breach of Applicable Laws, Security Incident, or failure to comply with this Addendum are contained in the Master Subscription Agreement, which are incorporated herein by reference and shall control in the event there is a conflict between this Addendum and the Master Subscription Agreement.
7. Termination. In the event of a material breach of this Addendum, Customer may immediately terminate the Agreement.  
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